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CryptoSchool 讲了什么？

课程从零基础开始讲解现代密码学的重要范式–可证明安全。在
可证明安全的框架下, 深入浅出讲解安全多方计算、通用可组合
(Universal Composability) 安全、不可微分 (Indifferentiability)
安全、黑盒技术、非黑盒技术、简洁非交互式零知识证明、格基
密码学等。

主讲人 课程
张秉晟（浙江大学） 可证明安全基础/安全多方计算
Hong-Sheng Zhou 通用可组合安全

（Virginia Commonwealth University）
Yi Deng（信工所） 黑盒和非黑盒技术
张聪（浙江大学） 理想模型/不可微分安全

Feng-Hao Liu 格密码
Washington State University
胡云聪（上海交通大学） SNARK
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CryptoSchool 讲了什么？

• 视频回放见 B 站“OpenMPC 开放隐私计算”
• 笔记分享见微信公众号“隐私计算研习社”
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Provable Security

Three Steps of Provable Security:
• Precisely specify threat model

• Formal model and definition of what security means
• Propose a construction

• Algorithm, protocol, scheme
• Write a formal proof

• Formalize the security of Protocol XXX
• Decide on XXX assumption
• Provide a proof by reduction
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Security Reduction

We would like to prove DHKE is Key Recovery secure
• by reducing to Discrete Logarithm Problem 7

• by reducing to Computational Diffie-Hellman Problem 3

We would like to prove DHKE is Indistinguishable (IND) secure
• by reducing to Decisional Diffie-Hellman Problem 3
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Contradistinction

• DL: Given g, ga, compute a;
• CDH: Given (ga, gb), compute gab;
• DDH: Given (ga, gb, gab) and (ga, gb, gu), determine

distribution.

DDH≤CDH≤DL
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Security Reduction

进一步学习安全规约/可证明可以看郭福春老师的课程
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Universal Composability

什么是安全？

• 对于多方安全计算而言，“安全”至少要保障计算各方私有
的输入不泄露；

• 对于零知识证明而言，“安全”至少要保障证明方 (Prover)
私有的证明不泄露。

• 更严格地，密码学定义的“安全”指的是不泄露关于私有输
入的任何信息（泄露信息量为零）。

如何证明协议是安全的，参与者确实没有以某种形式泄露秘密
呢？
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Approach

安全性证明主要有两种，一个是基于属性的，即博弈论的方式来
证明安全性; 另一种是基于模拟的。

• Property-based (game-based)
• CPA/CCA-security in encryption
• Completeness, soundness, zero-knowledge property in ZK

proofs
• Simulation-based

• NIZK
• Secure Computation
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在“Ideal World”中，模拟器没有原始秘密值，如果能找到一种
方式“骗过”所有对手，让对手分不清“Real World”和“Ideal
World”，则称协议满足“Simulation-Based Security”
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More

实例：
• 地图 3 色问题证明
• Schnorr’s Protocol

更多资料参考
• Universally composable security: A new paradigm for

cryptographic protocols[Can01]
• How to simulate it–a tutorial on the simulation proof

technique[Lin17]
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What is Black-box Reduction

在当前密码学基础的大部分工作中，密码协议并没有被证明是无
条件安全的，相反，它们的安全性被规约为看似较弱或较简单的
原语的安全性。

• 如单向函数、伪随机发生器、伪随机函数和签名方案，已经
证明一个可以从另一个构建 [HILL99, GGM86, Rom90]。

在很大程度上，这些归约是黑盒的，因为它们仅通过输入-输出
行为来考虑原语和/或对手对构造的影响，而不依赖于原语或对
手的代码等内部因素 [BBF13]。

• 最早是由 Impagliazzo 和 Rudich[IR89] 提出，Reingold 等
人进行了详细分类 [RTV04]:Fully BBR, SemiBBR, Weakly
BBR.
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Merkle-Damgård Construction

CRYPTO 1989, Merkle 和 Damgård 提出了一种散列函数构造，
声称只要函数 f 具有某些理想的性质，所得到的散列函数就保证
是抗碰撞的。

’length extension attack’
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What is a secure hash function?

Key Point: Collision resistance & Pre-image resistance.

We want hash functions to be random oracles.
• 随机预言机是一个完全随机的函数
• 随机函数输出是随机的，而且具有抗碰撞和抗原像性。

为了评估这样的随机函数，提出了 random oracle model
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In 2004, Maurer et al. 给出了怎样构建一个随机预言机：

it’s always possible to replace functionality A (e.g., a random
oracle) with another functionality B (e.g., an ideal compression
function) provided that the following rules are satisfied:

• There exists a way to ‘construct’something ‘like’A
out of B.

• There exists a way to ‘simulate’something ‘like’B
using A.

• An attacker who interacts with constructed A-like thing, B
cannot tell the difference (i.e., can’t differentiate it) from
A, simulated B-like thing.

参考 Matthew Green’s blog
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什么是安全多方计算
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安全多方计算的分类
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安全多方计算的“三维”
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协议设计思路

设计思路可以分为自顶向下/自底向上，主要包括三个层次：
• 协议：密码学中的最高层次，如 MPC 协议，PSI 协议等；
• 原语：密码学工具及算法，如加密、数字签名等；
• 假设：任何的协议和原语的安全性都依赖于一些假设，比如
求解离散对数问题是困难，求解大整数分解问题是困难。

Summarize of ZJU Crypto-School 27 / 52



整体介绍 可证明安全 安全多方计算 NIZK Lattice-based Crypto 参考文献

协议设计思路
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协议设计思路
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两方安全计算协议设计

• 基于 Elgamal
• 基于 Lift Elgamal（同态性质）
• Example: Hamming Distance
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OT 协议

不经意传输（Oblivious Transfer），也称“茫然传输”，是密码学
中的一类协议，实现了发送方将潜在的许多信息中的一个传递给
接收方，但对接收方所接收信息保持未知状态。

假设某机构拥有 N 个学校的考研资料，小美想买 A 学校的，但
是小美非常在意自己的隐私，不希望向机构泄露自己的目标院校
是哪里。因此双方希望这笔交易能够满足以下隐私条件：

• 小美不希望泄露“我准备考 A 学校”这一信息；
• 旅行社只希望出售小美出钱购买的那份资料，而不泄露小美
未购买的 N-1 份资料
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History of OT

• First related protocol: "Conjugate coding" (1970s)
• Rabin’s OT (1981) [Rab05]
• 1-out-of-2 OT, Even et al. (1982) [EGL85]
• 1-out-of-n OT, Brassard et al. (1986) [BCR86]
• Beaver 96 [Bea96]
• IKNP 03 (实用) [IKNP03]
• ......
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Basics Construction about OT

• Rabin’s OT ⇒ (1,2)-OT
• Random OT ⇒ (1,2)-OT
• (1,2)-OT ⇒ (1,n)-OT
• ......
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What is NIZK?

Non-interactive zero-knowledge (NIZK) proofs are
cryptographic primitives, where information between a prover
and a verifier can be authenticated by the prover, without
revealing any of the specific information beyond the validity of
the statement itself[GK96].

• Advantage: Non-interactive. It is widely used in
distributed systems such as blockchain.

• Based on mathematical constructs like elliptic curve /
pairing-based cryptography.

• verifiable proofs are short and easily verifiable.
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Famous Protocol

• zk-SNARK, Alessandro Chiesa et al., 2012 [BCCT12]
• Bulletproofs, Benedikt, Boneh et al., 2017 [BBB+18]
• zk-STARK, Ben-Sasson et al., 2018 [BSBHR18]
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What is zkSNARK

Zero-Knowledge Succinct Non-Interactive Argument of
Knowledge

• An argument system satisfying the following properties:
• Zero-knowledge: the verifier learns nothing from the proof
• Succinctness: the proof size and verification time is

subliner to the statement and input
• Non-interactive: A single round protocol
• Argument of knowledge(knowledge soudness): similar to

proof of knowledge but the prover is computationally
bounded knows the witness.

• Completeness and Soundness
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Example: QR

QR = {(N , y) : ∃x s.t. y = x2 mod N}

• Soundness: If the claim is false, the verifier will accept
with probabilty ≤ 1

2 . Repeat to decrease the cheating
probability.

• Knowledge Soundness: the extractor can rewind the
prover to obtain r and thus reconstruct √y
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Why zkSNARK?

• A powerful tool for providing privacy and scalability
• zero-knowledge allows the prover to reveal only necessary

information
• succinctness enables efficient outsourcing computation
• especially useful in decentralized systems

• Examples:
• private transactions over public blockchains
• scalablity: proof-based Rollups (zkRollup)
• Bridging blockchains: proof of consensus (zkBridge)

更多资料请参考安比实验室-零知识证明学习资源汇总
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Why Lattice?

Perfect Security e.g. OTP
• impractical

Computational Security e.g. RSA, DL, ECC
• be challenged with Riemann hypothesis, Quantum

computer (e.g. Shor Alg.)...

What are the difficult problems in the post-quantum era?

Distinguish between quantum cryptography and post-quantum cryptography.
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What is Lattice

Definition: In linear algebra, a lattice L ⊂ Rn is the set of all
integer linear combinations of vectors from a basis {b1, · · · bn}
of Rn . In other words, L = {

∑
aibi : ai ∈ Z}

Λ = Zn Λ = B · Zn : B ∈ Rd×n
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SIS Problem

SIS（Short Integer Solution）Problem[Ajt96]

Let A =


a11 a12 · · · a1n
a21 a22 · · · a2n
· · · · · · · · · · · ·
am1 am2 · · · amn

, x =


x1
x2
· · ·
xn


Easy to get x from Ax = 0 (via Gaussian elimination)
What if some restrictions are added to x？

xi ∈ Zn
q and ∥x∥ ≤ d
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LWE

LWE (Learning With Errors) Problem[Reg09]

Let A =


a11 a12 · · · a1n
a21 a22 · · · a2n
· · · · · · · · · · · ·
am1 am2 · · · amn

, x =


x1
x2
· · ·
xn

, b =


b1
b2
· · ·
bn


Easy to get x from Ax = b (via Gaussian elimination)
What if we add "noise" to the left side of the equation?

Ax + e = b where e =


e1
e2
· · ·
en


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More Info

Daniele Micciancio (UCSD)

COURSE: Lattices Algorithms and Applications

LECTURE

BOOK:Complexity of lattice problems: a cryptographic
perspective
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Best Wishes!
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